Homeland Security Department

unless specifically authorized for such use.
Flag personnel shall be furnished by the Con-
tractor at points on apron and taxiway for
safe guidance of its equipment over these
areas to assure right of way to aircraft.
Areas and routes used during the contract
must be returned to their original condition
by the Contractor. Airport management
shall establish the maximum speed allowed
at the airport. Vehicles shall be operated so
as to be under safe control at all times,
weather and traffic conditions considered.
Vehicles must be equipped with head and
taillights during the hours of darkness.

(End of clause)
con-

3052.237-70 Qualifications of
tractor employees.

As prescribed in (HSAR) 483 CFR
3037.110-70(a), insert the following
clause:

QUALIFICATIONS OF CONTRACTOR EMPLOYEES
(DEC 2003)

(a) ‘“‘Sensitive Information’ is any infor-
mation or proprietary data which if subject
to unauthorized access, modification, loss, or
misuse could adversely affect the national
interest, the conduct of Federal programs, or
the privacy to which individuals are entitled
under 5 U.S.C. 552a (The Privacy Act), but
that has not been specifically authorized
under criteria established by an Executive
Order or an Act of Congress to be kept classi-
fied in the interest of national defense or for-
eign policy.

(b) Work under this contract may involve
access to sensitive information. Therefore,
the Contractor shall not disclose, orally or
in writing, any sensitive information to any
person unless authorized in writing by the
Contracting Officer. For those contractor
employees authorized access to sensitive in-
formation, the contractor shall ensure that
these persons receive training concerning
the protection and disclosure of sensitive in-
formation both during and after contract
performance.

(c) Contractor employees working on this
contract must complete such forms, as may
be necessary for security or other reasons,
including the conduct of background inves-
tigations to determine suitability. Com-
pleted forms shall be submitted as directed
by the Contracting Officer. Upon the Con-
tracting Officer’s request, the Contractor’s
employees shall be fingerprinted, or subject
to other investigations as required.

(d) The Contracting Officer may require
dismissal from work those employees
deemed incompetent, careless, insubordi-
nate, or otherwise objectionable, or whose
continued employment is deemed contrary
to the public interest or inconsistent with
the best interest of national security.

3052.237-71

(e) Each employee of the Contractor shall
be a citizen of the United States of America,
or an alien who has been lawfully admitted
for permanent residence as evidenced by an
Alien Registration Receipt Card Form I-151.
An alien authorized to work shall present
evidence from the Bureau of Citizenship and
Immigration Services that employment will
not affect his or her immigration status.

(f) The Contractor shall include the sub-
stance of this clause in all subcontracts at
any tier where the subcontractor may have
access to Government facilities, sensitive in-
formation, or resources.

(End of clause)

3052.237-71 Information technology
systems access for contractors.

As prescribed in (HSAR) 48 CFR
3037.110-70(a) and (b), insert a clause
substantially as follows. The con-
tracting officer may specify additional
IT security requirements unique to an
OE.

INFORMATION TECHNOLOGY SYSTEMS ACCESS
FOR CONTRACTORS (DEC 2003)

(a) No contractor personnel shall start
work under this contract that involves ac-
tual or potential access to sensitive informa-
tion until (1) approved for access, (2) they
have received a security briefing, or current
refresher, about Information Technology
(IT) security, from the appropriate Organiza-
tional Element (OE) Information Systems
Security Officer (ISSO); and (3) have signed a
non-disclosure agreement form. This user se-
curity agreement is provided as an Attach-
ment to this solicitation. By signing the user
security agreement, the individual will be
acknowledging their responsibility to prop-
erly use and safeguard all DHS OE informa-
tion technology resources and information
related thereto. The Contracting Officer
Technical Representative (COTR) for this
contract shall arrange the aforementioned
security briefing. The ISSO is responsible for
retaining the non-disclosure documents
signed and submitted by the contractor em-
ployees as well evidence of security training.

(b) The contractor shall have access only
to those areas of DHS OE information tech-
nology resources explicitly stated in this
contract or approved by the COTR in writing
as necessary for performance of the work
under this contract. Information technology
assets includes computer equipment, net-
working equipment, telecommunications
equipment, cabling, network drives, com-
puter drives, network software, computer
software, software programs, intranet sites,
and Internet sites. Any attempts by con-
tractor personnel to gain access to any infor-
mation technology resources not expressly
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authorized by the statement of work, other
terms and conditions in this contract, or as
approved in writing by the COTR, is strictly
prohibited. In the event of violation of this
provision, DHS will take appropriate actions
with regard to the contract.

(c) Contractor access to DHS networks
from a remote location is a temporary privi-
lege for mutual convenience while the con-
tractor performs business for the DHS OE. It
is not a right, a guarantee of access, a condi-
tion of the contract, nor is it Government
Furnished Equipment (GFE).

(d) Contractor access will be terminated
for unauthorized use. The contractor agrees
to hold and save DHS harmless from any un-
authorized use and agrees not to request ad-
ditional time or money under the contract
for any delays resulting from unauthorized
use or access.

(End of clause)

3052.237-72 Contractor personnel
screening for unclassified informa-
tion technology access.

As prescribed in 3037.110-70(a) and (b),
insert a clause substantially as follows:

CONTRACTOR PERSONNEL SCREENING FOR UN-
CLASSIFIED INFORMATION TECHNOLOGY AC-
CEsSS (DEC 2003)

(a) Contractor personnel requiring privi-
leged access or limited risk assessment level.
Guidance for selecting the appropriate level
of screening is based on the risk of adverse
impact to DHS missions, as indicated in
FIPS PUB 199, Standards for Security Cat-
egorization of Federal Information and In-
formation Systems (Initial Public Draft).

(b) The Contractor shall afford DHS, in-
cluding the Office of Inspector General, ac-
cess to the Contractor’s and subcontractors’
facilities, installations, operations, docu-
mentation, databases and personnel used in
performance of the contract. Access shall be
provided to the extent required to carry out
a program of IT inspection, investigation
and audit to safeguard against threats and
hazards to the integrity, availability and
confidentiality of DHS data or to the func-
tion of computer systems operated on behalf
of DHS, and to preserve evidence of com-
puter crime.

(c) The Contractor shall incorporate the
substance of this clause in all subcontracts
that meet the conditions in paragraph (a) of
this clause.

48 CFR Ch. 30 (10-1-05 Edition)

(End of clause)

3052.242-70 Dissemination of informa-
tion—educational institutions.

As prescribed in (HSAR) 48 CFR
3042.203-70(a), insert the following
clause:

DISSEMINATION OF INFORMATION—
EDUCATIONAL INSTITUTIONS (DEC 2003)

(a) The Department of Homeland Security
(DHS) desires widespread dissemination of
the results of funded non-sensitive research.
The Contractor, therefore, may publish (sub-
ject to the provisions of the ‘“‘Data Rights”
and ‘“‘Patent Rights’’ clauses of the contract)
research results in professional journals,
books, trade publications, or other appro-
priate media (a thesis or collection of theses
should not be used to distribute results be-
cause dissemination will not be sufficiently
widespread). All costs of publication pursu-
ant to this clause shall be borne by the Con-
tractor and shall not be charged to the Gov-
ernment under this or any other Federal
contract.

(b) Any copy of material published under
this clause shall contain acknowledgment of
DHS’s sponsorship of the research effort and
a disclaimer stating that the published ma-
terial represents the position of the au-
thor(s) and not necessarily that of DHS. Ar-
ticles for publication or papers to be pre-
sented to professional societies do not re-
quire the authorization of the Contracting
Officer prior to release. However, a printed
or electronic copy of each article shall be
transmitted to the Contracting Officer at
least two weeks prior to release or publica-
tion.

(c) Press releases concerning the results or
conclusions from the research under this
contract shall not be made or otherwise dis-
tributed to the public without prior written
approval of the Contracting Officer.

(d) Publication under the terms of this
clause does not release the Contractor from
the obligation of preparing and submitting
to the Contracting Officer a final report con-
taining the findings and results of research,
as set forth in the schedule of the contract.

(End of clause)
3052.242-71 Dissemination of contract
information.

As prescribed
3042.203-70(b), insert
clause:

in (HSAR) 48 CFR
the following

DISSEMINATION OF CONTRACT INFORMATION
(DEC 2003)

The Contractor shall not publish, permit
to be published, or distribute for public con-
sumption, any information, oral or written,
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